
Firefox Pentest ADD-ONS

FoxyProxy Standard

FoxyProxy is a Firefox extension which automatically switches an

internet connection across one or more proxy servers based on URL

patterns.

Firefox Multi-Account Containers

The Firefox Multi-Account Containers extension lets you carve out a

separate box for each of your online lives – no more opening a different

browser just to check your work email!

Flagfox

Displays a country flag depicting the location of the current website's

server and provides a multitude of tools such as site safety checks,

whois, translation, similar sites, validation, URL shortening, and more...

PwnFox
PwnFox is a Firefox/Burp extension that provide usefull tools for your security audit.

HackTools

Hacktools, is a web extension facilitating your web application

penetration tests, it includes cheat sheets as well as all the tools used

during a test such as XSS payloads, Reverse shells to test your web

application.

Wappalyzer

Wappalyzer is a browser extension that uncovers the technologies used

on websites. It detects content management systems, eCommerce

platforms, web servers, JavaScript frameworks, analytics tools and

many more.

Shodan.io

This add-on allows you to retrieve information Shodan.io gathered such

as open ports, server location, etc.

DotGit
An extension to check if .git is exposed in visited websites.

Open Multiple URLs
Opens a list of URLs and optionally extracts URLs from text.

Cookie-Editor

Cookie-Editor lets you efficiently create, edit and delete a cookie for the

current tab. Perfect for developing, quickly testing or even manually

managing your cookies for your privacy.

HackBar

A HackBar for new firefox. This addon is written in webextension and

alternatives to the XUL version of original Hackbar.

Max HacKBar

This add-on does not save any of your information, however, since it's

not possible to directly access your public IP address without a 3rd

party server, it does require access to the following URL: https://

ipinfo.io

Hunter: Find email addresses in seconds
Find email addresses from anywhere on the web, with just one click.

Modify Header Value
Add, modify or remove a header for any request on desired domains.

BuiltWith

BuiltWith is a web site profiler tool. Upon looking up a page, BuiltWith

returns a list all the technologies in use on that page that it can find.

NoScript Security Suite

Allow potentially malicious web content to run only from sites you

trust. Protect yourself against XSS other web security exploits.

KNOXSS Community Edition
Tool for XSS (Cross-Site Scripting) discovery.

User-Agent Switcher and Manager

Spoof websites trying to gather information about your web navigation

—like your browser type and operating system—to deliver distinct

content you may not want.

ModHeader
Add and modify the HTTP request headers and response headers.

Beautifer & Minify

You can easily minify and simplify CSS, HTML, and JavaScript code with

the help of this add-on. During penetration testing we often land with

large chunked JavaScript code which is difficult to read and get to

understand the flow of code. In such time this addon help us in

beautifully minifying code in readable format so that we can find flaws

in source code. 

retire.js
Scanning website for vulnerable js libraries.

Email Extractor

Automated Email Extraction Tool which extracts email addresses from

web pages and AutoSaves them to use anytime.

Click-jacking

Adds a red border to all webpages vulnerable to click-jacking and

missing X-Frame-Options header

Trufflehog
Sniffing out credentials

Fake Filler

A form filler that fills all form inputs (textboxes, textareas, radio buttons,

dropdowns, etc.) with fake and randomly generated data.

Temp Mail - Disposable Temporary Email

Temporary disposable email address. Protect your email from spam,

bots and phishing with Temp-Mail.

Broken Link Checker

A simple tool to find broken (404 code) and redirected (301, 307, 308

codes) links in the current page. This tool examines all links in the

current page (top frame and all sub-frames) and returns the status code

and its meaning for each link.

JSON-formatter
Click addon's icon to quick format JSON document with tabs and new lines.

APK Downloader
APK Downloader Direct download apps of the Google apps store without using Google Play.

Altair GraphQL Client
A beautiful feature-rich GraphQL Client for all platforms.

YesWeHack VDP Finder
This extension tells if visited sites have vulnerability disclosure programs

iMacros for Firefox

iMacros is designed to automate the most repetitious tasks on the web.

If there’s an activity you have to do repeatedly, just record it in iMacros.

The next time you need to do it, the entire task will be completed at the

click of a button!

Firefox Relay

Firefox Relay lets you generate email aliases that forward to your real

inbox. Use it to hide your real email address and protect yourself from

hackers and unwanted mail.

HTTP Header Live
Displays the HTTP header. Edit it and send it.

DuckDuckGo Privacy Essentials

Simple and seamless privacy protection for your browser: tracker

blocking, cookie protection, DuckDuckGo private search, email

protection, HTTPS upgrading, and much more.

ClearURLs

Simple and seamless privacy protection for your browser: tracker

blocking, cookie protection, DuckDuckGo private search, email

protection, HTTPS upgrading, and much more.

Bitwarden - Free Password Manager
A secure and free password manager for all of your devices.

Web Archives

View archived and cached versions of web pages on 10+ search

engines, such as the Wayback Machine, Archive․is, Google, Bing and

Yandex

Don't track me Google

This addon removes Google's link-conversion/tracking feature. This

speeds up loading search results and allows you to normally copy links.

Search by Image

A powerful reverse image search tool, with support for various search

engines, such as Google, Bing, Yandex, Baidu and TinEye.

Privacy Badger
Automatically learns to block invisible trackers.

uBlock Origin
Finally, an efficient wide-spectrum content blocker. Easy on CPU and memory.

uMatrix

Point & click to forbid/allow any class of requests made by your

browser. Use it to block scripts, iframes, ads, facebook, etc.

Decentraleyes

Protects you against tracking through "free", centralized, content

delivery. It prevents a lot of requests from reaching networks like

Google Hosted Libraries, and serves local files to keep sites from

breaking. Complements regular content blockers.

Privacy Settings
Alter Firefox's built-in privacy settings easily with a toolbar panel.

Terms of Service; Didn’t Read

This extension informs you instantly of your rights online by showing

an unintrusive icon in the toolbar.

Temporary Containers

Open tabs, websites, and links in automatically managed disposable

containers which isolate the data websites store (cookies, storage, and

more) from each other, enhancing your privacy and security while you

browse.

xBrowserSync

Browser syncing as it should be: secure, anonymous and free! Sync

bookmarks across your browsers and devices, no sign up required.

ClearURLs
Removes tracking elements from URLs
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